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I. INTRODUCTION
T HE problem of broadcasting secret information over wireless links under an information-theoretic secrecy constraint has recently been considered in [1] - [3] . The work of [1] was among the first to consider the impact of multiuser diversity on secrecy systems, and proposed an opportunistic scheme that selects the user with the strongest channel at each time slot. It was shown that this approach achieves the sum capacity when the number of users is large. In [4] , several user selection strategies were proposed for multiuser multiple-input multiple-output (MIMO) systems without any eavesdropper information. The use of random beamforming and opportunistic scheduling to improve secrecy was studied in [5] for the special case of a base station simultaneously serving multiple users, each associated with a separate eavesdropper.
In this work, we study the secrecy implications of opportunistic beamforming for the multiple-input single-output (MISO) broadcast channel. We consider an extension of the model in [1] , where a multiple-antenna base station (BS) communicates with a large number of single-antenna users in the presence of a passive multiple-antenna eavesdropper. Assuming the BS has only statistical channel state information (CSI) for the eavesdropper channel, we investigate the ergodic secrecy rate for two opportunistic scheduling polices: 1) the user with maximal instantaneous channel quality is scheduled for communication, and 2) the proportional fair scheduling (PFS) approach [6] is applied, which serves the user whose 
II. SYSTEM MODEL AND ASSUMPTIONS
We consider a MISO wiretap broadcast channel with M antennas at the BS, K mobile users each with one antenna, and an eavesdropper equipped with N antennas. We assume that the BS communicates with only a single user at a given time, and that the BS has knowledge of only the instantaneous SNR (but not the channels) of all legitimate users, and only statistical information about the eavesdropper channel. We further assume that the channels to the legitimate users are slow block Rayleigh fading, and the eavesdropper channel is stationary and ergodic within one fading block of the main channels. This modeling approach has been used by a number of authors to characterize secrecy when instantaneous information about the legitimate user's SNR is available, but only statistical CSI is present for the eavesdropper [7] .
Since we assume a very limited feedback scenario with only SNR available from the legitimate users and uncorrelated Rayleigh fading at the eavesdropper, an optimized or structured transmit beamforming design is not possible. Instead, we assume the BS employs an opportunistic beamforming technique, in which during the nth block, the BS randomly chooses w(n), an M × 1 vector of zero-mean unit-variance complex Gaussian random variables, which will be used to form the unit-norm transmit beamformer w(n) =w(n)/ w(n) . The individual users only measure their SNR, and are unaware of the actual value of w(n).
Thus, at time t during block n, the received signal at the kth user and the eavesdropper can be written, respectively, as follows
where s(t) is the transmitted signal with E{|s(t)| 2 } ≤ P , n k (t) and n e (t) represent circularly symmetric zero-mean and unit-variance Gaussian noise at the kth user and eavesdropper, respectively. The channel vector between the BS and the kth user is denoted by h k (n) ∈ C 1×M , whose elements are assumed to be independent and identically distributed (i.i.d.) complex Gaussian random variables with variance σ
The channels for different users are assumed to be mutually independent. H e (n, t) ∈ C N ×M is 1089-7798/13$31.00 c 2013 IEEE the eavesdropper's channel which is stationary and ergodic during block n with i.i.d. entries distributed as CN (0, σ 2 e ). Since n e (t) is spatially white, the optimal beamformer for the eavesdropper in terms of both SNR and MMSE is maximal ratio combining (MRC) [9] , and the corresponding instantaneous SNR at the eavesdropper is given bȳ
where γ e (n, t) = H e (n, t)w(n) 2 , whose CDF is given by
We note that the BS is only aware of the statistics of the eavesdropper's channel (σ 2 e ), and not its actual channel coefficients H e (n, t) or instantaneous SNRγ e (n, t).
At the beginning of each block n, after the BS has chosen the transmit beamformer w(n), the BS schedules one of the users for transmission during the block. We will study the secrecy performance of the following two scheduling policies:
1) Maximum instantaneous SNR scheduling: In this approach, the user with the highest instantaneous SNR is scheduled by the BS. According to (1) , the instantaneous SNR of the kth user's channel is given byγ k (n) = γ k (n)P , where
Each user needs only to measure its SNR and feed it back to the BS; neither the channel h k (n) nor the beamformer w(n) need be known to the users. We will refer to the maximum instantaneous SNR user scheduling criterion as M-SNR, as defined by
2) Approximate proportional fair scheduling: The PFS scheme [6] schedules a user when its ratio of instantaneous-toaverage data rate is largest among all users. It has been shown in [8] that PFS can be approximately simplified to scheduling the user whose ratio of instantaneous-to-peak received SNR is largest. This approximation is especially good at low SNRs. Define the random variable m k (n) as the ratio of instantaneous-to-peak received SNR for user k during the nth block:
We will refer to this quantity as the normalized SNR for user k. This approach requires each user to be aware of its own channel h k (n), which can be estimated using some training symbols at the beginning of the block. However, the users still feed back only the scalar quantity m k (n) to the BS and they do not need to know w(n). Under this approach, which we refer to as the A-PFS criterion, the user k * 2 with the largest normalized SNR is scheduled:
III. SECRECY PERFORMANCE ANALYSIS
In this section, we derive analytical expressions for the ergodic secrecy rate of both of the above multiuser scheduling schemes over Rayleigh fading channels.
A. Preliminaries
For a given n, γ k (n) has the same statistics for all users, and follows an exponential distribution, i.e.,
According to the M-SNR scheduler, the selected user's SNR γ k * 1 is the maximum of K independent identically distributed exponential random variables. Denoting γ k * 1 by γ 1 for simplicity, the CDF of the scheduled user's SNR γ 1 is given by
Under the A-PFS scheme, m k (n) has the same statistics for all users, and the PDF of m k is given by [8] (10) for 0 ≤ m k ≤ 1, which is a beta distribution with parameters 1 and M − 1, and is independent of h k . Since m k * 2 is the maximum of K dependent identically distributed random variables, the CDF of m k * 2 can be found to be [8] 
Moreover,γ k is a chi-squared random variable with PDF
Since the PDFs are independent of the time and user indices, hereafter we omit reference to these indices and denote the selected user's normalized SNR m k * 2 by m, the selected user's peak SNRγ k * 2 byγ and the selected user's SNR γ k * 2 by γ 2 . Thus, the CDF of the selected user's SNR γ 2 is
where we apply the binomial expansion and use
and
where E 1 (x) is the exponential integral of first order [10] .
B. Ergodic Secrecy Rate Analysis
For each block, the main channel after user scheduling is constant while the eavesdropper's channel is fading, and thus the achievable secrecy rate is given by [11, eq. (7)]
Rs(λm)
(16) where γ m ∈ {γ 1 , γ 2 }. It follows from [11, Theorem 1] that the optimal λ m results in an on-off power allocation:
with the threshold
where
is the exponential integral function of order n [10] . We will let < R (m) s > ζ denote the secrecy rate (16) averaged over the users' channel realizations assuming the on-off threshold ζ.
Remark 1: The on-off approach can reduce the amount of required feedback since the users only need to transmit their channel gain to the transmitter when it is greater than the threshold ζ. The threshold ζ is deliberately devised so that the scheduled user can achieve a positive secrecy rate, and has the following asymptotic expression in the limit P → ∞:
where γ ≈ 0.577216 is Euler's constant. The asymptotic onoff threshold ζ inf increases with σ 2 e and N , but does not depend on the number of transmit antennas M .
Theorem 1: The ergodic secrecy rate of the MISO Rayleigh-fading wiretap broadcast channel achieved by opportunistic beamforming under the M-SNR scheduling policy with the on-off power allocation λ 1 is given by
b . The ergodic secrecy rate under the M-SNR scheduling policy is independent of M ≥ 1, it decreases with increasing N and α, and converges to a constant in the limit as P → ∞:
Theorem 2: The ergodic secrecy rate of the MISO Rayleigh-fading wiretap broadcast channel achieved by opportunistic beamforming under the A-PFS policy with the on-off power allocation λ 2 is given by 
where ∞ P ζ
Proof: The proof is similar to that for Theorem 1, and is omitted due to space limitations. Details regarding evaluation of the integrals in Theorem 2 are given in Appendix B.
Remark 3: Unlike the M-SNR scheduling policy, the ergodic secrecy rate for A-PFS increases with the number of transmit antennas M , and decreases with N and α = σ . It is worth noting that as M increases, A-PFS will approach the performance of the M-SNR scheduling policy. This is due to the fact that for large M , there is little difference in the value ofγ k for different users, and the two scheduling policies will both typically select the same user.
IV. NUMERICAL RESULTS
In this section, numerical results are presented to examine the impact of the number of antennas, the number of users and the average SNR on the secrecy performance. In all the figures, the solid and dashed lines represent the derived analytical expressions and the symbols show the simulation results. Each result is obtained by averaging over 10000 independent blocks. In Fig. 1 , we plot the achieved average secrecy rate under both user scheduling polices versus the number of users with M = 4, N = 1 and σ 2 e = σ 2 b = 1. We see that the ergodic secrecy rate increases with the number of users K and the transmit power P . This result illustrates that scheduling algorithms optimized for conventional multiuser diversity systems can still be effective in achieving secrecy constraints. Note that the M-SNR scheme always achieves a higher average secrecy rate than A-PFS, since A-PFS ensures scheduling fairness at the cost of throughput loss. . We see that the ergodic secrecy rate decreases with increasing N and α, and that the secrecy rate converges at high transmit power P to the constant value derived in Remark 2.
V. CONCLUSION
We investigated the use of multiuser scheduling on the secrecy performance of MISO downlink wiretap channels in the presence of a passive multi-antenna eavesdropper. Two opportunistic scheduling schemes were investigated; the M-SNR scheme maximizes the instantaneous SNR without considering fairness, while the A-PFS scheme ensures fairness and schedules the user with the largest normalized SNR. We analyzed the ergodic secrecy rate performance of both methods assuming an on-off power allocation policy and Rayleigh fading channels. Our derivations indicate that the ergodic secrecy rate of the M-SNR scheme is independent of the number of BS antennas M , while the performance of A-PFS improves with M and ultimately approaches that of M-SNR. While M-SNR provides a better secrecy rate than A-PFS, it does so at the price of user fairness. Our simulation examples illustrate that despite the simplicity of its implementation, opportunistic scheduling is effective in providing substantial security at the physical layer. 
APPENDIX B DETAILS FOR THEOREM 2
We denote the integral in (24) by
Substituting (15) 
